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This annual report from ECRI and the Institute for Safe Medication Practices (ISMP) highlights the
10 most pressing patient safety challenges facing the healthcare industry in 2025.

Leveraging ECRI and ISMP’s data-driven research and expert insight, the report discusses critical

areas that healthcare leaders should consider as opportunities to minimize preventable harm.
Some are emerging issues, while others are persistent yet unresolved. However, all represent
areas where impactful change is possible.

This list serves as a strategic guide for implementing proactive, system-wide solutions aimed at

reducing risk and improving patient outcomes across the healthcare spectrum.

The List for 2025

Risks of Dismissing Patient, Family, and Caregiver Concerns

Insufficient Governance of Artificial Intelligence in Healthcare

. The Wide Availability and Viral Spread of Medical Misinformation:

Empowering Patients through Health Literacy

Medical Error and Delay in Care Resulting from Cybersecurity
Breaches

Unique Healthcare Challenges in Caring for Veterans

. The Growing Threat of Substandard and Falsified Drugs

Diagnostic Error: The Big Three—Cancers, Major Vascular Events, and
Infections

Persistence of Healthcare-Associated Infections in Long-Term Care
Facilities

. Inadequate Communication and Coordination during Discharge
10.

Deteriorating Community Pharmacy Working Conditions Contribute
to Medication Errors and Compromise Patient and Staff Safety

More Tools for ECRI’s Top 10 Patient Safety Concerns 2025

— Scorecard

— Customizable Risk Map
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The 2025 Top 10: A New Era of Patient Safety

As healthcare advances at an unprecedented pace, the
landscape of patient safety is continually evolving. The year
2025 marks a pivotal moment in this ongoing journey, as we
are now a quarter of a century removed from the Institute of
Medicine’s landmark report, To Err Is Human.

We are currently facing challenges that seemed futuristic and
improbable in 1999—the integration of artificial intelligence in
clinical settings, the growing threat of cyberattacks on health
data, and the viral spread of medical misinformation on social
media platforms. Our society has also become more conscious
of widening health disparities, and a new movement is giving
voice to those who have been “medically gaslit.”

And yet, we are still grappling with challenges that have plagued
healthcare teams for years, such as missed diagnoses and
healthcare-associated infections.

Method for Selecting our List

This list reflects ECRI and ISMP’s broad patient safety and risk
management expertise. Our interdisciplinary staff includes
experts in medicine, nursing, pharmacy, patient safety, quality,
risk management, clinical evidence assessment, health
technology, and many other fields.

As part of the topic nomination process, ECRI and ISMP staff
proposed important patient safety concerns to be evaluated.
Nominators supported their proposals with information and
evidence from scientific literature; trends in event reports,
causal analyses, and research requests submitted to ECRI and
the ISMP Patient Safety Organization; reports submitted to the
ISMP National Medication Errors Reporting Program and the
ISMP National Vaccine Errors Reporting Program; medical device
alerts, problem reporting, and evaluation; reported medication-
safety problems; accident investigations; lessons learned from
consultation work; and other internal and external data sources.
ECRI and ISMP also asked the public and members who read last
year’s report to nominate topics by sharing the patient safety
issues that concern them most.
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This new era of patient safety requires heightened vigilance,
new and adaptive strategies, and a commitment to fostering a
culture of safety with health-literate practices that ensure the
well-being of patients in an increasingly digital, complex, and
interconnected world.

Not all topics on the list will apply to all healthcare facilities and,
of course, not all possible patient safety concerns made our Top
10; rather, our experts determined that the topics listed here
should receive greater attention and consideration in 2025.

Further, the omission of a topic that was included in a previous
year’s list should not be interpreted to mean that the topic no

longer deserves attention. Many of those concerns still persist,
and healthcare organizations should continue taking action to

minimize them. See Ongoing Patient Safety Challenges for a list
of perennial patient safety issues.

A cross-disciplinary team of ECRI and ISMP experts then
analyzed the supporting evidence and evaluated each topic
using the following criteria:

— Severity. How serious would the harm be to patients if this
safety issue were to occur?

— Frequency. How likely is it for the safety issue to occur?

— Breadth. If the safety issue were to occur, how many patients
would be affected?

— Insidiousness. Is the problem difficult to recognize or
challenging to rectify once it occurs?

— Profile. Would the safety issue place a lot of pressure on
the organization?

Based on these criteria, the interdisciplinary team chose and
ranked the top 10 patient safety concerns.
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A Total Systems Approach
to Safety

ECRI’s Total Systems Approach to Safety (TSS) moves
organizations away from reactive, disconnected interventions
by codesigning and implementing a holistic, proactive, and
sustainable safety system that achieves better results.

TSS aligns leadership, governance, and culture priorities with
workforce safety and wellness, along with patient and family
engagement. By redesigning safety system elements, healthcare
providers can deliver care more reliably and resiliently.

Rooted in advanced safety science, clinically informed human
factors engineering, just culture, and health equity, TSS aims
to prevent error, reduce harm, improve staff well-being, and
enhance overall care quality.

Top 10 Patient Safety Concerns 2025

Culture, Patient
Leadership, & Family
& Governance Engagement

/ A

Total
Systems

Safety
|/

Workforce Safety
& Wellness

Learning
System

Prioritizing Strategies, Taking Action, and Measuring

Improvement

No organization can tackle all 10 items immediately.
Organizations must calculate each item’s risk score and conduct
a gap analysis to evaluate their current practices against our
recommendations. To help with this process, organizations can
use this year’s scorecard.

To address each concern in this year’s list, readers can consider
our action recommendations, which are framed around the
four foundational drivers of safety—culture, leadership, and
governance; patient and family engagement; workforce safety
and wellness; and learning system. These evidence-based
recommendations were developed by ECRI and ISMP’s analysis
from a wide range of data sources, offering strategies to support
continuous improvement in healthcare. They also illustrate how
systems can contribute to harm—or drive patient safety.

Healthcare leaders must be intentional about implementing

solutions in their own complex, unique organizations. Superficial

attempts will not be enough to make meaningful changes in
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improving patient safety. Before implementing changes, leaders
must establish systems and processes for measuring and
analyzing improvements, and they should be ready to modify or
discontinue specific strategies based on the results analysis.

Safety concerns can have clinical, cultural, efficiency, and
financial impacts on an organization. Measuring the results

of changes should be multimodal—with structural-, process-,
and outcomes-related metrics. Sources of data may include
event reports; medication-safety data; survey results, including
results from culture of safety, employee satisfaction, and patient
experience surveys; morbidity and mortality data; length-of-
stay statistics; focus group discussions; and direct observation
data. In addition, organizations should segment data to better
understand inequities that may create disparities in both patient
and workforce outcomes.
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Risks of Dismissing
Patient, Family, and

Caregiver Concerns
#1 Patient Safety Concern

In today’s fast-paced and high-pressure environment, healthcare professionals care for an increased
number of complex patients, often communicate with multimodal technologies, and have a finite amount
of time to spend with each patient. When working within a misaligned system that does not facilitate
empathetic patient-centered care, healthcare professionals may not fully involve patients in their

own care.

According to one survey conducted in 2023, more than 94% of respondents reported instances where
they felt their symptoms were ignored or dismissed by a doctor.*

When this happens to a patient, family member, or a caregiver of a patient, it can feel like they are
experiencing what’s known as “medical gaslighting.” According to the American Journal of Medicine,
medical gaslighting is “an act that invalidates a patient’s genuine clinical concern without proper medical

evaluation.” Medical gaslighting is derived from the term “gaslighting,” which is when an individual
is manipulated into questioning their own perception.® However, medical gaslighting is not driven

by an intentional desire to manipulate patients, and clinicians may not be aware they are exhibiting
gaslighting behavior.
Dismissing patient concerns can also arise from a clinician’s preconceived ideas about specific symptoms,

misunderstandings of certain medical conditions, unconscious biases, challenges regarding causes for
nonspecific complaints, or cognitive biases in clinical decision-making.2

Medical gaslighting behaviors include:

— Dismissing or refusing to discuss symptoms* or medication concerns

— Minimizing the severity of symptoms, specifically pain*

— lgnoring or interrupting patients*

— Misattributing symptoms to mental illness, weight, age, or other attributes®
— Refusing to order follow-up tests*

— Blaming the patient® or exhibiting condescending behavior (e.g., suggesting that the patient
is exaggerating)

O & U ¢ A o
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This issue presents an opportunity for leaders and healthcare professionals alike to consider how they can
take a total systems safety approach to redesigning elements of the patient-provider interaction.

Medical Gaslighting Leads to Missed and Delayed Diagnosis

Medical gaslighting leads to misdiagnosis, delayed treatment, prolonged suffering, and emotional
distress; 55% of survey respondents reported worsened symptoms after a doctor dismissed their
concerns, and 28% said they experienced a health emergency due to a provider’s lack of response.!

An estimated 28% of diagnostic errors are a result of cognitive error.® Further, one study found
evidence of cognitive bias in 55% of simulated sessions.® Most participants ended up self-identifying
their biases and changing course, but 27% of participants did not recognize their own biases and
continued with their simulated plan of treatment for the incorrect diagnosis.®

Examples of cognitive biases in clinical care that could lead to clinicians dismissing patient
concerns include:

— Premature closure—disinclination to consider alternative diagnoses once a probable one is found”

— Diagnostic overshadowing—misattribution of symptoms to an existing diagnosis or a personal factor
(e.g., disability, substance use, obesity)®

— Confirmation bias—tendency to interpret new information as confirming a preconceived diagnosis®

Ultimately, when clinicians fail to recognize their biases, it can take months or years for their patients to
receive an accurate diagnosis and begin appropriate treatment.*®

Dismissing Patient Concerns Exacerbates Health Disparities

Dismissing patient concerns tends to occur more often for certain populations, such as women; people of
color; patients with more weight; older patients; disabled patients; neurodivergent patients; and lesbian,
gay, bisexual, transgender, and queer patients. Health disparities in these populations are often a product
of structural racism, sexism, homophobia, ableism, and other forms of discrimination. Medical gaslighting
adds another layer of risk and potential harm.

Black patients, especially women, are less likely to have their pain taken seriously compared to
their White counterparts, which can lead to inadequate pain management and delays in receiving
urgent care.!

Female patients are more likely than men to have their symptoms misattributed to their mental
health, weight, or a lack of self-care.!2 One study found that women were twice as likely as men to be
misdiagnosed with a mentalillness when they were experiencing heart disease.®

The effects of medical gaslighting extend beyond immediate health outcomes. Patients, families, or
caregivers who feel like they’re experiencing medical gaslighting lose trust in their providers and the
healthcare industry and are less likely to seek care in the future; one study found that more than 40% of
female participants avoided medical care because of previous experiences of medical gaslighting.** This
avoidance creates a vicious cycle resulting in exacerbated symptoms of chronic conditions and missed
opportunities to identify preventable illnesses.
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Action Recommendations

iii Culture, Leadership, and Governance

— Set an organizational priority focused on maintaining
patient trust as a primary goal.

— Conduct open conversations with staff to highlight
the impact of medical gaslighting behaviors and
cognitive biases on diagnosis.* Executive leaders

medical gaslighting is a threat to patient-centered care.

— Limit staff’s use of “never words,” which are words and
phrases that undermine the patient’s ability to speak
freely (e.g., “There is nothing else we can do,” “I don’t
know why you waited so long to come in,” “Let’s not
worry about that now”).!®

— Examine the organizational scheduling policy to ensure
that clinicians have the appropriate amount of time to

all patient concerns.

— Prioritize workforce diversity and inclusion at all
levels (e.g., leaders, clinicians, front desk staff, referral

ﬁ Patient and Family Engagement

— Provide patients with tools and resources that help
them tell their personal health stories in a clear,
concise way. One example is the Agency for Healthcare
Research and Quality’s (AHRQ) Be The Expert On You,®
a patient-facing tool that helps patients and families
articulate their concerns when they meet with their
healthcare provider.

— Ask patients open-ended questions and avoid leading
questions during patient-provider interactions
(e.g., “I see you have a history of depression. Do
you think that could be the reason you may be
experiencing headaches?”).

— Directly ask patients whether all their concerns have
been addressed to engage patients as equal partners
in their care and empower them to understand their
diagnoses, ask questions, and speak up.

— Ensure that patients know their rights and the steps
they may take to seek a second opinion if they feel the
provider is not taking their concerns seriously.
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should communicate to all employees and patients that

thoroughly gather and process information and address

coordinators) to enhance understanding and empathy.**

Top 10 Patient Safety Concerns 2025

Workforce Safety and Wellness

— Engage healthcare professionals to practice empathetic
listening techniques, such as AHRQ’s 60 Seconds To
Improve Diagnostic Safety.*® This technique encourages
healthcare professionals to actively listen to patients
without interrupting or invalidating their experiences.
Active listening can help providers better understand
the patient’s concerns and strengthen the provider-
patient relationship.

— Implement evidence-based mindful procedures to

support clinicians in overcoming bias (e.g., reflection or
diagnostic time-outs).?

ﬁa Learning System

— Apply a severity scoring system to patient complaints
and grievances to measure and monitor incidents of
medical gaslighting. Provide feedback to healthcare
providers who are the subject of the complaint
or grievance.

— Use simulation training to help expose clinicians
to a wide variety of clinical scenarios and
patient populations.

— Educate clinicians on complex medical conditions,
such as endometriosis,'” for which symptoms are often
misunderstood or minimized.

— Consider the potential for differential diagnoses.
Consult with colleagues or conduct additional testing, if
needed, to confirm an initial diagnosis.

— Consider the role of cognitive biases during event
analyses to enhance understanding of how they
contribute to patient safety events and how they can be
mitigated.®
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ECRI Resources and References

Top 10 Patient Safety Concerns 2025

Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources
Ask ECRI: Medical Gaslighting (HSRM, ACRM)

Safety Break - Provider Cognitive Bias: Impact on Diagnosis (HSRM,
ASRM, ACRM)

Cognitive Biases and Diagnostic Error (Top 10 Patient Safety Concern
for 2022)

Racial and Ethnic Disparities in Healthcare (Top 10 Patient Safety
Concern for 2021)

Taking Action: Effective Provider-Patient Communication (HSRM,
ASRM, ACRM)

Taking Action: Strategies to Advance Health Equity (HSRM, ACRM)
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Although artificial intelligence (Al) has been present
in healthcare for years, Al is being incorporated into
an ever-growing array of healthcare applications,
including imaging applications, clinical decision-
making support tools, medical notes generation, and
scheduling tools.

Al applications have many potential benefits,
including improved clinical outcomes, reduced costs,
and reduced healthcare-worker burnout. However,
common issues with Al technology—such as bias,
transparency, and privacy and security concerns—
can have unique and dangerous consequences in
healthcare.

Al models are only as good as the algorithms they
use and the data on which they are trained. When Al
models are based on bad data, they can increase the
chances of an adverse event.!

Medical errors generated by Al could compromise
patient safety and lead to misdiagnoses and
inappropriate treatment decisions, which can cause
injury or death.? Staff may also have difficulty
determining when events are attributable to Al,
making such errors harder to track.

Despite its widespread application and potential
risks, few healthcare organizations have policies
governing the use of Al. A 2023 survey of 31 hospital
executives found that only 16% reported that their
organization had a system-wide governance policy
for Al usage and data access.®
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Insufficient Governance
of Artificial Intelligence

in Healthcare
#2 Patient Safety Concern

Reports have found that certain Al models demonstrate
bias related to race, socioeconomic status, gender, or
sexual orientation, which could exacerbate healthcare
disparities.* Despite this, one study found that
academic medical centers inconsistently consider
factors like inequity, racism, or bias in Al governance
policies.?

Both patients and healthcare workers have expressed
concerns over the adoption of Al in healthcare.

In a December 2022 survey of 11,004 US adults, 60%
said they would feel uncomfortable with their
provider relying on Al for their medical care, and
75% were concerned that providers will adopt Al
too fast.

A 2024 survey of over
2,300 registered nurses
found that 60% disagreed
with the statement, “I
trust my employer will
implement A.l. with
patient safety as the first
priority.””

Failure to develop system-wide governance to
evaluate, implement, oversee, and monitor new
and current Al applications may increase healthcare
organizations’ liability risks. However, it can be
challenging to establish policies that can adapt to
rapidly changing Al technology.
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Action Recommendations

iii Culture, Leadership, and Governance

— Establish policies, define processes, and assign
responsibilities for the governance, implementation,
oversight, and monitoring of Al solutions.

— Form a multidisciplinary committee to evaluate
new technologies that incorporate Al and determine
risks; include representatives from leadership,
clinical services, human factors engineering, clinical
engineering, patient safety, and risk management.

— Ensure that organizational policies on the use of Al in
medical technologies align with federal, state, and local
laws and regulations. Monitor developments in these
areas and update policies as needed.

— Train staff on the organization’s Al usage policy,
including which Al applications are approved and
prohibited for job-related activities, and whom to ask
should confusion arise.

— Regularly assess safety and clinical outcomes related to
practices impacted by Al and any effects the Al solution
may have on healthcare disparities.

ﬁ Patient and Family Engagement

— Disclose the use of Al to patients and obtain their
informed consent beforehand if the organization uses
generative Al (e.g., notetaking, guiding clinical decision-
making) or if it uploads patient clinical data to an Al
system (e.g., to help with diagnosis).

— Solicit feedback from patients if the organization uses Al
in patient-facing applications to determine whether the
system is easy to use and meets their specific needs.

— Engage patient and family advisory councils in the
design of appropriate messaging and communication
aimed at educating patients on the use of generative Al.
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Top 10 Patient Safety Concerns 2025

Workforce Safety and Wellness

— Ensure that the organization performs human-factors-
based assessments of clinical workflows when new
technologies that incorporate Al are implemented to
determine potential impacts.

— Regularly assess the user experience of staff related to
Al applications.

— Take staff concerns related to the operation and use of
Al applications seriously and take steps to investigate
and address them.

ﬁa Learning System

— Implement a robust reporting system for Al-related
medical incidents, errors, and adverse events,
and/or review the organization’s current incident
reporting system to ensure that it can capture
Al-associated concerns.

— Emphasize to staff that Al is a tool, and that they
should defer to their own clinical judgment and seek
second opinions when questioning clinical decisions or
diagnoses aided by Al.

— Educate staff on how to identify incidents, errors, or
adverse events that can be attributed to Al functionality,
including those related to privacy, accuracy,
misdiagnosis, and potential bias. Encourage staff to
report such errors as they would any other anomaly.
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ECRI Resources and References

Top 10 Patient Safety Concerns 2025

Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources

Incorporating Al into Healthcare (ECRI Position Paper)
Al'in Healthcare: An Introduction (Device Evaluation)
Ethical Use of Al in Healthcare (Device Ev. ion)

Risks with Al-Enabled Health Technologies (Top 10 Health
Technology Hazards for 2025)

Insufficient Governance of Al Used in Medical Technologies Risks

Inappropriate Care Decisions (Top 10 Health Technology Hazards
for 2024)

Unintended Consequences of Technology Adoption (Top 10 Patien
Safety Concerns for 2024)

State of Artificial Intelligence: Viewpoints from ECRI Clinical and
Technical Experts (Device Evaluation)

Technology Acquisition and Management (HSRM)

Policy and Procedure Builder: Artificial Intelligence Governance
Policy (HSRM, ASRM, ACRM)
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Medical misinformation is health information that

is false, inaccurate, or misleading, based on current
available evidence.! Misinformation is widely available
and dispersed further and faster than before, with

one study finding that false information is 70% more
likely than the truth to be shared on Twitter (now
known as X) and will reach people six times faster.?

This availability and rapid spread of medical
misinformation may lead to patients requesting
ineffective or dangerous treatments or cause patients
to forgo proven effective treatments. Examples of
misinformation include:

— Facebook groups where members claim that feeding
children chlorine dioxide—a disinfectant similar to
bleach—will cure their autism.?

— TikTok videos tagged with #parasitecleanse that
promote remedies ranging from expensive and
ineffective to harmful or fatal, especially when given
to young children.*

— Internet articles claiming that “Big Pharma” is hiding
the cure for cancer in order to make more money.®

If viral misinformation is the disease, health literacy

is part of the cure. Personal health literacy is “the
degree to which individuals have the ability to find,
understand, and use information and services to
inform health-related decisions and actions for
themselves and others,” and organizational health
literacy is “the degree to which organizations equitably
enable individuals to find, understand, and use
information and services to inform health-related
decisions and actions for themselves and others.”®
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Top 10 Patient Safety Concerns 2025

The Wide Availability and Viral
Spread of Medical Misinformation:
Empowering Patients through
Health Literacy

#3 Patient Safety Concern

It is estimated that 59% of US adults search for
medical information online.” Some health influencers
exploit this trend for their own financial gain,* such as
accepting payment from companies, particularly in the
diet and nutrition industries,® to promote unproven or
unsafe treatments to their social media followers.

However, not all content creators have exploitative
intentions. Some “did their own research” after
feeling dissatisfied with their doctor’s advice and
feel they must share the “truth” with others. Those
who already harbor mistrust toward the healthcare
industry are particularly vulnerable to accepting
this misinformation, as it resonates with their own
experiences. They then share the content with their
own followers.

Social medial platforms are trying to combat this issue
by developing misinformation policies®*!; however,
the volume of content across languages and cultures
makes removing all misleading content challenging.
Further, these policies can be altered or removed at
any time, such as when Twitter stopped enforcing its
COVID-19 misinformation policy in 2022*2and when
Meta (i.e., the parent company of Facebook, Instagram,
and Threads) announced it would be ending its third-
party fact-checking program in 2025.

When healthcare professionals collaborate with
patients, it leads to more informed decision-making
and improved health outcomes. By improving health
literacy, healthcare organizations help patients identify
medical misinformation and take a more active and
informed role in their healthcare decisions.
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Action Recommendations

iii Culture, Leadership, and Governance

— Elicit leadership buy-in to integrate health literacy into
the organization’s mission, goals, and strategic plan.**

— Conduct educational campaigns and workshops to
inform the local community of common medical
myths, strengthen critical thinking and media literacy,
and stress the importance of seeking evidence-
based information.

— Partner with local public figures, faith leaders, trusted
local social media influencers, and other community
groups to disseminate accurate health information.*

— Actively use the organization’s social media pages
to share accurate information and debunk common
medical myths.

— Work with government agencies to advocate for
stronger regulations requiring social media platforms
to strengthen their efforts to curb the spread of
medical misinformation.

ﬁ Patient and Family Engagement

— Complete a health literacy assessment for all patients.?®

— Foster strong provider-patient relationships by
creating a welcoming environment where patients
and caregivers feel comfortable asking health-
related questions and sharing information they have
encountered online or in their social groups.

— Ask open-ended questions about the patient’s fears
(e.g., “Tell me what concerns you most about giving
your child this vaccine?”).16

— Listen with empathy and respond to patient
concerns without judgment. When patients present
misinformation, address it calmly and respectfully,
providing evidence-based information to counteract it.

— Break down complex medical information into
simple terms and use analogies and visual aids
when appropriate.

— Help patients develop the skills to find reliable sources
of information and evaluate the credibility of sources.
Encourage them to question and verify what they hear
orread.

— Acknowledge the evolving nature of science and

medicine, such as when discussing current public
health guidance.*

©2025 ECRI. May be disseminated for internal educational purposes solely at the subscribing site.
For broader use of these copyrighted materials, please contact ECRI to obtain proper permission.

Top 10 Patient Safety Concerns 2025

Workforce Safety and Wellness

— Support staff who raise feelings of frustration or
burnout from continually addressing medical
misinformation with patients.

— Develop materials (e.g., patient brochures, scripts for
clinicians) that staff can easily access and share to
address common medical misconceptions that patients
frequently mention.

— Train staff in effective communication techniques,
including de-escalation strategies to use with
defensive or combative patients during discussions
involving misinformation.

ﬁa Learning System

— Establish a process of reviewing social media and news
stories to monitor trends of misinformation to stay
ahead of popular myths and focus efforts on those that
are the most pressing to the community.

— Seek feedback from patient and family advisory councils
on how this issue may create barriers to seeking medical
advice or accessing appropriate medical care.

— Provide a “myth busters” pathway for clinicians,
patient advocates, care navigators, and others
to report encounters with patients involving
medical misinformation. Share lessons with
relevant stakeholders.
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ECRI Resources and References

Top 10 Patient Safety Concerns 2025

Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources
Health Literacy (HSRM, ASRM, ACRM)

Health Literacy: Handout for In-Person Communication (HSRM,
ASRM, ACRM)

Healthcare Literacy and Patient Safety (ECRl and the ISMP PSO)

Support Health Literacy to Enhance Medication Safety for
Patients (ISMP)
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Cybersecurity has become one of the most pervasive
and persistent concerns in healthcare. In a survey of
healthcare cybersecurity professionals, 88% reported
that their organizations experienced cyberattacks
in the past year, with an average of 40 attacks per
organization.*

In 2023, the US healthcare industry experienced 725
large security breaches, affecting over 133 million
medical records.? Such breaches have increased nearly
every year since 2009% and have continued through
2024, causing disruptions in patient care, delayed
diagnostic testing results, and supply chain issues.?

Cyberattacks can be costly, and healthcare remains the
costliest industry for breaches. In the first half of 2024,
the average cost for healthcare was $9.77 million
per breach in the United States, and $4.88 million per
breach globally.*

Cybersecurity breaches can cause widespread
disruptions and have broad and devastating
effects that impact patients, providers, healthcare
organizations, and the surrounding community:

— Patients can experience poor outcomes from delays
in tests and procedures, longer lengths of stay,
more complications from medical procedures, more
transfers, and higher mortality rates.! They may
also face exposed information, including personal
health information.

— Access to prescription medications can be
compromised, leading to missed doses that
may contribute to poor outcomes or out-of-
pocket expenses in order to continue therapeutic
treatment.?

Top 10 Patient Safety Concerns 2025

Medical Error and Delay
in Care Resulting from

Cybersecurity Breaches
#4 Patient Safety Concern

— Providers may experience increased workloads, loss
of access to patient information or medical devices,
and a shortage in resources, which can increase
stress levels and lead to burnout.®

— Healthcare organizations may face operational
disruptions, data breaches, loss of business or
revenue, high fines, and tarnished reputations.®
They may also face private lawsuits or regulatory
action for violating federal or state laws related to
information privacy or data breaches.”

— Cyberattacks at one hospital can impact nearby
emergency departments that were not attacked,
leading to significant increases in patient census
and resource constraints that can affect time-
sensitive care.®

Cyber threats can take many forms and can enter
the organization in a number of ways, including
social engineering attacks; ransomware; loss or theft of
equipment or data; insider, accidental, or intentional
data loss; and attacks against network-connected
medical devices.?

A 2023 analysis from the U.S. Federal Emergency
Management Agency (FEMA) found that communities
cited cyberattacks as among the most likely type
of threat and hazard to occur and among the most
stressful for one or more capabilities (i.e., fire
management and suppression; logistics and supply
chain management; public health, healthcare,

and emergency medical services; and long-term
vulnerability reduction).®
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Action Recommendations

iii Culture, Leadership, and Governance

— Devote adequate time and resources to cybersecurity
concerns and build cybersecurity into organizational
policies.’*

— Use resources such as those highlighted in the
National Insti f Standards and Techn
(NIST) Cybersecurity Framework 2.0 to develop your
organization’s governance over cybersecurity matters.
Ensure that these policies and procedures include
clearly defined roles and responsibilities.

— Monitor compliance with cybersecurity policies
and procedures.

— Take an enterprise risk management approach to
help the organization achieve a comprehensive
understanding of cybersecurity risks, using
guidance from NIST, Joint Commission, and the U.S.
Department of Health and Human Services (HHS)
for small healthcare organizations and medium/
large organizations.

— Include cyberattack response in the organization’s
emergency preparedness plan and collaborate with
local partners and healthcare organizations to ensure
that there are established strategies for combatting
cyberattacks. Refer to resources from FEMA.

ﬁ Patient and Family Engagement

— Emphasize the importance of cybersecurity precautions
with patients and families, especially those accessing
the healthcare network or using healthcare-related
apps (e.g., telehealth, patient portals). Tips and
discussion topics are available from HHS.
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Top 10 Patient Safety Concerns 2025

Workforce Safety and Wellness

— Ensure that staff training on cybersecurity is effective,

meets regulatory requirements, and reaches all
appropriate audiences. Emphasize that such
precautions protect not only the organization, but also
patients and staff.

In the event of a breach, ensure staff have adequate
resources to deliver patient care while systems

are down. This may include enacting certain
emergency response protocols (e.g., manual charting,
surge protocols).

Ensure rotation and rest for staff when responding to a
cyberattack, as long hours and extreme stress can result
in poor decision-making. Consider offering mental
health resources and counseling to affected employees.

ﬁa Learning System

— Regularly assess cybersecurity risks and the

organization’s adherence to cybersecurity best practices.
This includes reviewing records to track access to data
and detect security incidents; periodically evaluating the
effectiveness of existing security measures; and regularly
evaluating threats and vulnerabilities.*?

Practice responding to cybersecurity incidents to test
the effectiveness of your organization’s incidence
response plan. Conduct drills using tabletop exercises,
such as the Cybersecurity & Infrastructure Security
Agency’s Tabletop Exercise Packages. Involve
representatives from, at minimum, information
technology, clinical engineering, and risk management.
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Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources
Cybersecurity (HSRM, ACRM)
Ask ECRI: Taking an ERM Approach to Cybersecurity Risks (HSRM)

Cybersecurity: The Essentials (Device Ev ion)

Cybersecurity Attacks Can Disrupt Healthcare Delivery, Impacting
Patient Safety (Top 10 Health Technology Hazards for 2022)

Enterprise Risk Management: An Overview (HSRM)

Resource Collection: Emergency Preparedness and Response
(HSRM, ASRM, ACRM)

Emergency Preparedness: Be Ready for Unanticipated EHR
Downtime (ISMP)
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Hospital

Veterans face unique and complex health issues that
can include both physical and emotional injuries
resulting from their military service. In care settings in
which healthcare providers are not properly trained to
assess and treat these issues, veterans are at risk for
potential missed diagnoses and inadequate care.

According to a 2019 Pew research study, one in five
veterans has been seriously injured during their
military service. Among veterans who have been
deployed, 23% experienced a negative impact
on their physical health, and 23% experienced a
negative impact on their mental health.*

Physical injuries that veterans can sustain while in
service include noncombat musculoskeletal injuries,
exposure to hazardous materials, and combat-related
injuries (e.g., loss of limbs, loss of hearing and vision,
burns, traumatic brain injury).

Military veterans also struggle with service-related
emotional injuries, which can manifest as a variety of
different mental-health conditions. In one study, 28%
of OEF/OIF/OND veterans (i.e., veterans who served
since September 11, 2001, in Operation Enduring
Freedom, Operation Iraqi Freedom, and Operation New
Dawn) self-reported that they had received at least one
mental-health diagnosis in the previous 24 months.?

The majority of veterans do not get their healthcare
through the Veterans Health Administration (VHA).
According to a National Health Statistics report, in
2021, there were approximately 19 million veterans

in the United States, with less than half—9 million—
enrolled in VHA healthcare.?
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Unique Healthcare Challenges

in Caring for Veterans
#5 Patient Safety Concern

To complicate matters, there is a lack of adequate
training for civilian healthcare providers on how

to properly assess the health needs of veterans. A
study by the Association of American Medical Colleges
showed that, among more than 100 medical schools,
only 31% included content about cultural competence
for military service members or veterans in their
graduate curriculum.®

Failure to properly care for veterans can occur at
multiple levels of the healthcare system, including
the internal environment (e.g., when providers fail
to ask about the patient’s military service during

the provider-patient interaction) and the external
environment (e.g., when educational institutions do
not prepare nurses, physicians, and other clinicians
to adequately assess and treat veterans’ unique
health needs).

ECRI’s SALUTE Program

S creen veterans for service-related
conditions

Ask veterans about their health goals

L earn how to manage service-related
health risks

Understand how to listen and improve
the veteran-provider encounter

Talk about how a safe diagnostic
process can support early diagnosis
and treatment

Engage veterans in using available
veteran resources and referral sources
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Action Recommendations

iii Culture, Leadership, and Governance Workforce Safety and Wellness

— Champion health equity for veterans at the executive — Create a veteran employee resource group for the
and board levels of the organization and ensure that organization and include employees that are both
healthcare team members have dedicated time and veterans and veteran allies to share their lived
resources to successfully implement veteran health experience and receive support from peers.
improvement initiatives like ECRI’s SALUTE Program. — Highlight employees that actively support veteran

— Join a local veteran community partnership program health and wellness initiatives as positive examples
to build relationships, exchange information, and learn and showcase how they contribute to changing the
from partners about resources available to veterans organizational culture.

and collaborate to reduce barriers that impede veteran
access to care or services.

ﬁa Learning System

— Work with electronic health record (EHR) vendors to

create a place in the EHR for documentation of veteran — Build a learning network for providers to learn from
status, assessment of service-related risks, and any and share lessons with peers, including peers that are
additional testing or referrals that may be required. veterans and/or veteran allies.
— Ensure that healthcare providers have access to
00 . . . . Lo .
n Patient and Famlly Engagement ed.u.catlon on important vet?ran topics, |nc.l.ud|ng
military customs, ethos, toxic exposure, military sexual
— Include a query in the scheduling or intake system that trauma, and mental health.
prompts all employees to ask and document the results — Provide education and feedback to healthcare providers
to the universal screening question, “Have you served in regarding the utilization and appropriateness of
the military, armed forces, or uniformed services?” diagnostic testing for veteran-related physical- and
— Provide veterans with the “Be the Expert on You” mental-health disorders.

checklist (available for download from the SALUTE
Toolkit) prior to their appointment to help them
prepare to communicate important military-service-
related health risks to their healthcare provider.

— Ensure a veteran is included on the organization’s

patient and family advisory council and, if possible,
develop a subgroup devoted to veteran-related issues.
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Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources
ECRI SALUTE Program
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Hospital

Substandard and falsified (SF) drugs (i.e., counterfeit or
fake drugs made to resemble genuine pharmaceutical
manufacturers’ medications) are a danger to patient
safety. The World Health Organization identified
expanding access to medicines, including fighting SF
medications, as one of the urgent health challenges
for the next decade.!

SF drugs have become a big business globally,
estimated to be worth as much as $431 billion a year.?
Medications are increasingly being purchased from
unregulated online marketplaces posing as legitimate
pharmacies. Alarmingly, approximately 95% of so-
called online pharmacies selling prescription drugs
operate illegally.?

Illegal online pharmacies may be disguised as Canadian
pharmacies providing low-cost medications. Some
include the word “Canada” in their URL or display a
maple leaf symbol on their page, “making it difficult to
discern between a legitimate and fake site.”

SF drugs are frequently adulterated with potentially
lethal ingredients, including fentaNYL, fueling the
epidemic of overdose deaths plaguing the United
States.* FentaNYL is now the leading cause of death
for Americans age 18 to 45.5 Other harmful substances
found in SF drugs include rat poison, cement, and heavy
metals (e.g., arsenic, mercury).

FentaNYL-related adolescent overdose deaths
increased 182% from 2019 to 2021; nearly a quarter
of these deaths involved counterfeit medications.
Ease of purchasing through social media has increased
fatal overdose risk.” In 2023, the U.S. Drug Enforcement
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The Growing Threat of
Substandard and Falsified Drugs

#6 Patient Safety Concern

Administration seized more than 80 million fentaNYL-
laced SF tablets.®

Although SF medications are often associated with
illicit drug use, fake drugs represent a threat to all, from
young people seeking help with attention-deficit/
hyperactivity disorder (ADHD) to elderly patients
looking for the lowest price for their prescriptions.

Even when not contaminated with dangerous material,
counterfeit drugs often lack the active ingredients to be
effective.? Their use can impose significant economic
burden on patients and healthcare organizations due
to costs associated with ineffective treatments and
management of prolonged illnesses.

For example, one hospital reported that three patients
required admission to the intensive care unit due

to severe hypoglycemia from semaglutide. The
patients received pens from people they believed to
be legitimate nurses in a hotel room gathering akin to
a “Botox party”; the pens were thought to contain SF
drugs.®

SF medications account for an estimated 10% of
medications circulating in low- and middle-income
countries. This can have the largest impact on the
most vulnerable communities. Patients may receive
ineffective antibiotics or antimalarial medication that
fail to treat or prevent infections.°

Practitioners can also be involved in the dark world of
counterfeiters. In 2021, two California oncologists pled
guilty to purchasing more than $1 million of unapproved
and SF cancer drugs that contained no active
ingredients from an online pharmacy.'
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Action Recommendations

iii Culture, Leadership, and Governance

Pharmacy and medical staff leaders should foster
situational awareness to help recognize patients
who may present to healthcare settings with adverse
reactions after knowingly or unknowingly taking

SF medications.

Leaders should engage clinical staff in monitoring
patients for unexpected outcomes (e.g., side effects,
ineffective medication) and consider whether SF
medications could be the cause.

Include a scripted, open-ended question asking patients
where they obtain their medications when reviewing a
patient’s medication history.

Leaders should stay informed about medication-related
incidents shared by safety organizations and develop
mitigation strategies for known problem drugs.

éi Patient and Family Engagement

Provide patients with resources (e.g., social
workers, case managers) to help them procure
affordable medications.

Share warning signs with patients that may indicate
an online pharmacy could be selling SF drugs. Refer
them to resources such as the U.S. Food and Drug
Administration’s (FDA) BeSafeRx campaign.

Educate patients about the National Association of
Boards of Pharmacy’s searchable list of accredited
digital pharmacies that comply with quality

assurance criteria.

Encourage patients to check for a licensed
pharmacist’s availability at any online pharmacy

they are considering, which can help determine the
pharmacy’s legitimacy.

Inform patients that when a pharmacy does not require
a provider’s prescription to dispense a prescription
medication, or when a provider issues a prescription
without an online or in-person visit, the facility is likely
illegitimate and unsafe.

Ask patients to review medication packages and
labeling for spelling errors, which is one of the most
noticeable mistakes on counterfeit products.
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— Inform patients that, although manufacturers may
change products or pharmacies may provide different
generic products, any concerns about differences in
medication size, color, or shape should be addressed.
Ensure the drug description on the pharmacy label
matches that of the drug inside the container.

— Explain to patients that legitimate medications will
have a factory-made appearance. Patients should be
suspicious if tablets are cracked, have a bubbled-up
coating, are crumbly or moldy, or come in jars
containing excess powders or crystals. If the original
manufacturer’s packaging has been opened, has a
broken seal, appears to have been tampered with,
comes in different packaging, has no packaging, is
missing the label, or just does not look right, patients
should check with a healthcare provider before taking
the medication.®

Workforce Safety and Wellness

— Implement a great-catch reporting program to
recognize staff members who speak up and identify
potential concerns related to SF medications.

— Provide staff with appropriate personal protective
equipment when handling medications that could be
contaminated with dangerous substances.

f@l Learning System

— Monitor communications from government agencies
and related organizations, and share resources to
combat SF drugs with patients.

nters for Di ntroland Prevention
* EDA
= NationalIn Property Righ rdination
Center

* Fight the Fakes Alliance
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Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources

ISMP Urges Increased Action at the Practice Level to Halt the
Growing Danger of Counterfeit Drugs (ISMP)

Purchasing Medicines on the Internet (ISMP)
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Diagnostic Error: The Big
Three—Cancers, Major Vascular

A\ Events, and Infections
#7 Patient Safety Concern

A diagnostic error, or misdiagnosis, can mean the The most common conditions in each category are
difference between life and death for a patient, lung cancer, stroke, and sepsis, respectively.® Other
potentially causing delayed or improper treatment that commonly misdiagnosed conditions include breast,
can lead to permanent injury or loss of life. Diagnostic colorectal, prostate, and skin cancers; heart attack;
error represents a major public health problem and aortic aneurysm and dissection; meningitis and

is recognized as a major source of preventable harm in encephalitis; pneumonia; and endocarditis.?

US healthcare. In primary care, missed cancer diagnoses

Each year in the United States, approximately 12 represented 46% of claims, with the majority (76%)
million adults experience diagnostic errors—about involving “errors in clinical judgment, such as a

half of which may cause serious patient harm,* and an failure or delay in ordering a diagnostic test (51%)
estimated 795,000 Americans die or are permanently or failure or delay in obtaining a consult or referral
disabled due to misdiagnosis of dangerous diseases.? (37%).”® However, in the emergency department,

“major vascular events (42%) and infections (23%)

Research suggests that the most serious errors may be
substantially outnumber cancers (8%).”¢

attributed to a surprisingly small number of conditions

that are categorized as the “Big Three.” Misdiagnosis Diagnostic errors result from a wide array of system
of cancers (37.8%), vascular events (22.8%), and factors, from cognitive errors and clinical assessment
infections (13.5%) account for the majority of high- (e.g., inadequate knowledge and experience, lack
severity harm, based on closed malpractice claims.? of competency, poor critical thinking and clinical

decision-making skills, problems in data gathering,
failing to synthesize and communicate information) to
breakdowns in the diagnostic process (e.g., failure to
‘ order, collect, and process diagnostic and laboratory
tests; inadequate medical history and physical

Cancers o ,
(37.8%) examination; failure to manage referrals and follow up
vV L with the patient).”®

ascutar
Events " Healthcare organizations and clinicians should focus
(22.8%) 20 their resources and interventions on improving

Infections the specific process and system vulnerabilities

(13.5%) contributing to these diagnostic errors, and

diseases associated with high diagnostic error rates
should become targets for developing, implementing,
and scaling systematic solutions.

H I

Hospital Physician
practice
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Action Recommendations

iii Culture, Leadership, and Governance

— Assemble a multidisciplinary team accountable
to senior leadership to promote diagnostic safety
and quality.

— Enhance access to diagnostic testing and services,
including improved access to specialists and assistance
with scheduling diagnostic testing before patients leave
the office.

— Ensure that providers adhere to current cancer
screening and diagnostic guidelines from the U.S.
Preventive Services Task Force, the American Cancer
Society, and other professional organizations.

— Utilize clinically informed human factors engineering to
analyze complex work systems that are at higher risk for
diagnostic errors (e.g., laboratory testing).

— Review diagnostic uncertainty or discrepancies at
all handoffs and transitions in care, especially for
complex cases.

— Identify patients who face systemic social and
health inequities and who may be at higher risk
for misdiagnosis.

— Implement supportive health information technology
and diagnostic decision support systems.

— Implement closed-loop processes for diagnostic test
tracking, follow-up, and notification of results.

ﬁ Patient and Family Engagement

— Assess all patients’ health literacy and ensure a full
medical history is conducted, including family history
of cancer or cardiovascular disease, and document this
information in the patient’s medical record.

— Empower patients and families to partner with
providers in their care, prepare for visits, understand
their diagnoses, and ask questions.

— Provide patients with access to patient portals for
electronic health records, including visit notes and
diagnostic test results, to enhance communication and
continuity of care.

— Institute a communication and resolution program
to transparently communicate, apologize, and
offer resolution to patients and families when they
experience an unanticipated outcome due to a
diagnostic error.
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Workforce Safety and Wellness

— Foster a safety culture that embraces nonpunitive
reporting for laboratory system issues and errors that
may be discovered during cancer screening orders
and referrals.

— Institute a peer support program (i.e., care for the
caregiver) for clinicians involved in patient harm
resulting from a diagnostic error.

ﬁa Learning System

— Conduct diagnostic safety risk assessments, including
recognition of common symptoms with broad
differential diagnoses that may be susceptible to
cognitive biases, certain laboratory and imaging studies,
and other tests that are prone to misinterpretation or
missed follow-up.

— Utilize checklists and diagnostic timeouts.

— Perform root cause analyses on all adverse events
that result in significant harm or death related to a
diagnostic error.

— Encourage collaboration and debriefing among clinical
staff to question assumptions, verify diagnoses, and
solicit feedback from each other.

— Provide training and education for all clinicians (e.g.,
nurses, pharmacists, allied health professionals),
including the use of simulation to improve decision-
making.

— Implement quality improvement activities that focus
on prompt diagnosis of cancers, vascular events, and
infections, and measure key performance indicators to
assess the impact of improvement efforts.
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ECRI Resources and References

Top 10 Patient Safety Concerns 2025

Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources

Resource Collection: Diagnosis (HSRM)

Resource Collection: Diagnosis: Safety and Screening (ACRM)
Case Scenario: Missed or Delayed Diagnoses (HSRM, ACRM)

Taking Action: Strategies to Support Early and Accurate Cancer
Diagnoses (HSRM, ASRM, ACRM)

Delayed Identification and Treatment of Sepsis (Top 10 Patient
Safety Concerns 2023)

Sepsis and Septic Shock Adverse Events (ECRlLand the ISMP PSO)

Safety Break - Provider Cognitive Bias: Impact on Diagnosis (HSRM,
ASRM, ACRM)
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Healthcare-associated infections (HAIs) are infections
that a resident develops from complications of
healthcare. Many HAls are caused by multidrug-
resistant organisms and can cause severe illness,
sepsis, or death.* HAIs in long-term care facilities
(LTCFs) are increasing. According to the Centers for
Disease Control and Prevention (CDC), every day, 1 in
43 nursing home residents contracts an HAI.?

In 2023, Pennsylvania LTCFs saw an 18.6% increase
in HAIs from 20222 The table below highlights the HAI
volume Pennsylvania’s LTCFs experienced in 2023.

The Centers for Medicare and Medicaid Services
does not currently require LTCFs—which can
include nursing homes, assisted living facilities,

Top 10 Patient Safety Concerns 2025

Persistence of Healthcare-
Associated Infections in

Long-Term Care Facilities
#8 Patient Safety Concern

and group homes—to report infections to CDC’s
National Healthcare Safety Network.* Reporting is

state dependent, thus highlighting the challenge of
calculating the national prevalence and severity of HAls
in LTCFs.

To prevent HAls, LTCFs need a dedicated staff member
who is an expert on infection prevention. Moreover,

all staff must be properly educated on infection
prevention measures, which can be difficult due to high
staff turnover rates and a reliance on temporary staff.

As the US population ages, there will be a greater
demand on LTCFs to provide residents with high-
quality care.

Table. LTC Infection Reports Submitted to Pennsylvania Patient Safety Reporting System in 2023
by Infection Type and Care Area®
Skilled Nursing/

Short-Term Ventilator-
Rehabilitation Nursing Dementia Dependent
Infection Type Unit  Mixed Unit Unit Unit Unit Total
Skin and Soft Tissue Infection 589 78 8,800
Urinary Tract Infection 303 21 7,401
Respiratory Tract Infection 2,000 1,782 1,757 404 200 6,143
Gastrointestinal Infection 625 444 397 112 16 1,594
Device-Related Bloodstream Infection 9 17 6 0 0 32
Total 8,162 7,091 6,994 1,408 315 23,970
Used with permission from the Pennsylvania Patient Safety Authority.
.. 2
®©
Aging Pharmacy
services
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Action Recommendations

iii Culture, Leadership, and Governance

— Develop an infection control and prevention committee
that has a dedicated sponsor and tracks the facility’s
progress regarding HAIs, antimicrobial stewardship, and
action plans.

— Use a systems approach to implement an HAI
prevention checklist or toolkit that incorporates
evidence-based guidelines and recommendations to
address risk and safety concerns for both residents
and staff. For example, see Loeb and McGeer Criteria: A
Practi ide for in Long-Term Care.

— Leverage electronic-based tools to ensure that residents
who are at risk for developing or spreading an infection
are appropriately identified and placed on precautions.

— Verify that current policies and procedures align with
evidence-based guidelines on infection prevention and
control in LTCFs.

— Consider allocating funds to employ and continuously
educate a full-time infection preventionist at
your facility.

— Advocate for the necessity of proper infection
prevention strategies in the resident’s home (e.g.,
availability of accessible alcohol-based hand rub
[ABHR], enhanced barrier precautions).

ﬁ Patient and Family Engagement

— Educate residents, family members, and visitors on the
risks associated with developing an infection, especially
if a resident has an indwelling device.

— Utilize resident councils to teach residents and family
members about the importance and basics of infection
prevention, including vaccination.

— Encourage residents, family members, and visitors
to ask their healthcare providers to wash their hands
before performing resident or clinical care.
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Workforce Safety and Wellness

— Provide staff with training on and access to appropriate
types of personal protective equipment, convenient
hand hygiene opportunities, and disinfectants.

— Analyze current workflows to identify latent and active
failures (e.g., lack of accessible ABHR for hand hygiene)
that may contribute to an increased risk of infection
in residents.

— Translate signage, education, checklists, and tools to
ensure competency and safety of multilingual staff.

— Build a culture of safety reporting system through
application of just culture principles to strengthen
psychological safety of staff.

@ Learning System

— Review HAls, identify the root cause of the infection,
and create action plans to address identified causes
of infection.

— Track, analyze, and share HAl investigations and data
with frontline staff and key stakeholders.

— Provide training on appropriate antibiotic usage to all
nursing and clinical providers and track antibiotic usage
to combat the rise in multidrug-resistant organisms.®
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ECRI Resources and References

Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources

High-Profile Healthcare-Associated Infections (HSRM, ASRM)
Overview of Infection Prevention and Control (HSRM, ASRM, ACRM)
Hand Hygiene (HSRM, ASRM, ACRM)

Hand Hygiene Training Program (HSRM, ASRM, ACRM)

Checklist for the Availability of Alcohol-Based Hand Rub and Clean
Gloves (HSRM, ASRM, ACRM)
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Inadequate Communication
and Coordination during

Discharge
#9 Patient Safety Concern

Effective communication is critical to establishing a Electronic health records (EHRs) are another tool that
postdischarge plan for successful patient recovery. enables information sharing and care coordination
Communication involves the exchange of information across healthcare organizations. However, incomplete
among involved healthcare professionals and or inaccurate data entries can lead to errors in care.
organizations, as well as with patients, their families, To address these risks, it is essential to implement
and caregivers. processes for regular EHR updates and ensure follow-

up on critical information, such as test results. While
EHRs have become standard practice, challenges

such as a lack of EHR system interoperability across
organizations persist, underscoring the need for direct
communication between healthcare professionals.?

One of the most common causes of medical errors

is communication failure, and a majority (67%) of
these failures occur during handoffs,* including
discharge. When poorly managed, care transitions can
lead to adverse events, worsened physical conditions,
increased emotional distress, poorer health outcomes, Effective communication and coordination between
and increased healthcare costs. healthcare professionals and patients, their families,
and caregivers are also crucial for ensuring a safe
patient discharge. Engaging patients and families in
the discharge planning process has been shown to
result in reduced hospital readmissions.?

Communication between healthcare professionals
after a patient is discharged often relies on discharge
summaries. These summaries are intended to convey
critical information about the patient’s current

condition, postcare instructions, and treatment plan This process may involve ensuring the patient
to outpatient providers who must coordinate care for understands their treatment plan, identifying their
the patient. support systems, ensuring necessary equipment and

medications are available at home, explaining what
to do if there is an emergency, and addressing any
potential barriers to care.

Discharge summaries that lack essential details
or use unclear language, such as abbreviations,
can lead to misdiagnoses or delays in treatment,
especially for patients with complex medical
conditions. Implementing a process to ensure
discharge summaries are clear, accurate, standardized,
and patient-centered enhances patient safety during
care transitions. This is particularly effective when
summaries are promptly shared with admitting
healthcare facilities, primary care providers,

and patients.?

[ ¥ Y ]
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Action Recommendations

iii Culture, Leadership, and Governance

— Designate transitional care as a high priority
for staff, and secure leadership support for
improvement initiatives.

— Develop a strategic initiative to improve transitional
care services and ensure safe, effective transitions.
Include the use of interdisciplinary transition tools,
such as SBAR (Situation, Background, Assessment,
Recommendation)® or I-PASS.5

— Utilize clinically informed human factors engineers to
analyze the discharge process, including a review of
how discharge instructions are organized and shared
with patients and families.

— Integrate technology across care settings (e.g.,
EHR, telehealth).

ﬁ Patient and Family Engagement

— Promote person- and family-centered care that
emphasizes the important roles of families and
caregivers. Consider using or adapting the IDEAL
process during discharge planning.®

— Use universal precautions” for health literacy when
educating individuals about their health status, care
plan, and available resources.

— Ensure that patients understand relevant health
information by checking for understanding; consider
using the teach-back method.?

— Utilize patient complaint and grievance data to analyze
the patient’s perception of failures in the discharge and
care transition process. Integrate findings into patient
safety improvement planning.
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Workforce Safety and Wellness

— Leverage technology to standardize
discharge instructions.

— Supplement existing staffing plans with “virtual
discharge nurses” that allow the care team to safely
manage their patients while also meeting the needs of
discharging patients.

— Involve pharmacists in discharge planning of difficult-
to-procure medications (e.g., extemporaneously
compounded medications, medications that
require prior authorization), education of high-alert
medications, and post discharge follow up calls for
patients with complex medication therapy.

— Include daily planned discharges in daily safety huddles
so that staffing and transport resources can be allocated
appropriately to support the care teams during high
activity periods of the day.

@ Learning System

— Incorporate quality initiatives that periodically reassess
transition effectiveness, identify opportunities for
performance improvement, and facilitate additional
staff training, as needed.

— Review readmission rates, patient experiences, root
cause analyses, and event reports.
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ECRI Resources and References
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Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources
Resource Collection: Care Coordination (HSRM)
Resource Collection: Communication (HSRM, ASRM, ACRM)

Effective Communication among Healthcare Providers (HSRM,
ASRM, ACRM)

Taking Action: Effective Provider-Patient Communication (HSRM,
ASRM, ACRM)

Resource Collection: Ambulatory Surgery and Postoperative Care
(ACRM)

Discharge from Ambulatory Surgery (HSRM, ACRM)

Discharge to Assess Model for Improving Discharge Process for
Elderly Patients: Curated Literature Search (Clinical Evidence)

Electronic Medication Request Dashboards for Improving Patient
Discharge: Curated Literature Search (Clinical Evidence)

Improving Care Transition Scores on the Hospital Consumer
Assessment of Healthcare Providers and Systems Survey: Curated
Literature Search (Clinical Evidence)

Health Literacy (HSRM, ASRM, ACRM)
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Top 10 Patient Safety Concerns 2025

Deteriorating Community Pharmacy
Working Conditions Contribute to
Medication Errors and Compromise
Patient and Staff Safety

#10 Patient Safety Concern

Community pharmacists have long endured Production metrics aimed at increasing revenue must
unsatisfactory work conditions. The COVID-19 often be achieved at the cost of patient and staff
pandemic uncovered system weaknesses as work safety.#®1%11 Tasks are measured against corporate
conditions further deteriorated, leading to current goals for staff evaluations”and pharmacists must
conditions becoming dangerously overwhelming and choose between meeting metrics for their job and
threatening both patient safety and staff well-being.* providing safe, quality care.

A 2021 survey found that most pharmacists disagreed Disrespectful behavior in the workplace can also
with the following statements: “Sufficient time is jeopardize patient safety. In a 2022 survey, almost
allocated for me to safely perform patient care/ 25% of respondents indicated they were aware
clinical duties” (71% disagreed); and “Sufficient of a medication error in the past year in which
pharmacists are available during shifts to meet disrespectful behavior played a role.!?

. .. - . ;
patient care/clinical duties” (75% disagreed). While disrespectful behavior occurs between

Community pharmacists have seen an increase in healthcare practitioners and leaders, it may also come
requests for vaccinations and point-of-care testing.># from patients or caregivers. Pharmacy staff report
However, staffing has not always been able to regular verbal abuse and/or threats from customers
accommodate this increase, leaving the pharmacist who are unhappy with wait times and frequent
rushing to administer vaccines, and verify and medication inventory shortages.*

dispense prescriptions. One respondent to the 2022 survey noted that

Pharmacy phone calls with providers, patients, and high pressure, inadequate staffing, and abuse from
insurers are numerous. Community pharmacists often customers has led to administration of the incorrect
feel forced to verify prescriptions while engaged on the vaccine and dispensing prescriptions to the wrong
telephone, which has contributed to errors. patient.*? The increased workload and poor working

conditions contribute to pharmacy staff distress.
Almost 33% of pharmacy staff in 2021 were at
substantial risk for distress, which carries an
eightfold higher risk of burnout and twofold higher risk
of medication error.®*?

Similarly, pharmacists have increasingly assumed
pharmacy technician tasks after employers cut
technician hours, and technicians resigned due to
burnout and being underpaid.*®

In a tragic example, a pharmacist suffered a

heart attack and died while working as the lone
pharmacist at a busy pharmacy.® Feeling pressure
to meet performance metrics, she did not close the
pharmacy when she began to experience symptoms.

2
A+ 4

Pharmacy
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Action Recommendations

iii Culture, Leadership, and Governance

— Survey staff anonymously and confidentially every two
to three years to assess their perceptions of workplace
culture using a tool such as the Agency for Healthcare
Research and Quality’s SOPS Community Pharmacy
Survey. Use the findings to create an action plan and
drive improvement.

— Utilize a call center and/or remote pharmacists to
triage phone calls and conduct medication therapy
management (MTM).

— Use a centralized dispensing operation for
prescription refills.

— Isolate areas for critical steps of the medication
dispensing process (e.g., where prescriptions are
transcribed, verified, filled, and checked).

— Do not require staff to meet productivity-focused
metrics which may compromise staff and patient safety;
instead, prioritize measures that monitor patient and
worker safety.

— Remove unnecessary administrative burdens and
nonessential workflow tasks. Reallocate administrative
and nonpatient care tasks to support personnel.

— Charge organization leaders with recognizing the effects
of burnout and committing to supporting staff.

0 . .
(@) Patient and Family Engagement

— Communicate to patients that safety is a priority. Ask
for their participation in supporting a safe pharmacy
environment (e.g., reasonable expectations for
prescription filling times, pharmacy closed for lunch).

— Collaborate with patients to identify and address issues
that they find burdensome.

— Consider appointment-based models to efficiently
manage other clinical services (e.g., vaccinations, MTM,
patient care calls).

— Create a reporting pathway for patients and families to
share safety concerns.
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Workforce Safety and Wellness

— Examine prescription volume data periodically. Gather
feedback from staff regarding workload and conditions
in the pharmacy; ask whether current staffing and
resources are sufficient to provide safe and effective
care. Use this information to determine appropriate
staffing levels and use of automated dispensing
technology (e.g., dispensing robotics).

— Include a backup plan for a short-staffed pharmacy in
staffing policies and procedures; limit staff to working
no more than 12 consecutive hours with at least 8
hours rest between shifts and require staff to take an
uninterrupted 30-minute meal break every 8 hours.

— Provide employee-assistance and wellness programs
and resources. Recognize the interconnections among
job-related burnout, stress, psychological capital, and
social support. Allow time off to attend appointments
related to mental well-being.

ﬁa Learning System

— Implement a fair and just culture—ensuring respectful
management of serious adverse events. Provide
transparency and feedback so staff feel safe voicing
workplace and patient safety issues without fear
of reprisal.

— Have leaders set a tone of mutual respect; encourage
learning and discovery; remain open to suggestions; and
maintain ongoing communication.
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ECRI Resources and References

Top 10 Patient Safety Concerns 2025

Some ECRI resources are publicly available. To obtain other ECRI reports, contact us by telephone at

(610) 825-6000, ext. 5891, or by email at clientservices@ecri.org.

ECRI Resources
Resource Center: Culture of Safety (ISMP)

Advancing Just Culture Using Culture of Safety Survey Results (ECRI
and the [SMP PSQ)

Addressing Disrespectful Behaviors and Creating a Respectful,
Healthy Workplace (ISMP)

Resource Collection: Employee Health and Wellness (HSRM,
ASRM, ACRM)

Evidence-based Strategies for Reducing Healthcare Worker Burnout
(Clinical Evidence)

Integrated Model: Patient Safety and Staff Wellbeing (ECRland th
ISMP PSO)
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